Abstract. Harmonizing decentralized development of ICT solutions with centralized strategies, e.g., meant to favor reuse and optimization of resources, is a complex technical and organizational challenge. The problem, shared by virtually all the governments, is becoming a priority also for countries, such as Mozambique, that have started their ICT policy relatively recently and for which it is now evident that -if no particular attention is devoted to the interoperability of the solutions being developed -the result will rapidly become a patchwork of solutions incompatible with each other. The focus of the paper is on formulation of eGIF4M: eGovernment Interoperability Framework for Mozambique. The framework is based on a holistic approach. It builds on top of the existing experiences in eGIFs all over the world and it addresses some specific needs and peculiarities of developing countries, like Mozambique. The result is a comprehensive framework based on: (i) a reference architecture along with technical standards, (ii) a standardization life cycle, (iii) a maturity model, and (iv) some key actions meant to make the initiative sustainable in the longer term.
Introduction
The government of Mozambique initiated the development of a national ICT policy in 1998, by establishing the ICT Policy Commission, whose work resulted in the release of the national ICT Policy in 2000 and, subsequently, its implementation plan. The plan, approved in 2002 identifies eGovernance as a strategic area for the development of the country. One of the final goals here is to switch to a citizen-centric government, that is, to a state of affairs in which the government delivers integrated services focused on the needs of citizens and private sector and where these are able to interact with government in a manner, time and place of their choice [5, 11, 21, 30] .
Having adopted a comprehensive approach in the implementation of this vision, many government departments started, since 2000, implementing various ICT initiatives (e.g., Public Servants Information System, State Financial Information System, Enterprise Licensing and Cadastre Information System, Information System of the Administrative Tribunal, eLand Registry and Management Information System) and several projects related to a functional analysis and process re-engineering of government departments. It became clear quite soon that without proper governance and guidance, and without the definition of a proper interoperability framework, eGovernment services in Mozambique would soon be based on a patchwork of incompatible and closed systems, not differently to what happened to other countries.
Several interoperability frameworks have been defined in the world. We mention Australia, Germany, UK, New Zealand, Greece, EU, Ghana, and South Africa [2, 3, 7, 8, 22, 23] , to name a few. The works in [25, 26, 27] provided a concise comparative survey of some selected eGIFs and a general guidance on implementing an interoperability framework. Notice that common to nearly all eGIFs is the definition of standards to adopt (see, e.g., [3] ). Slightly less common is the definition of a reference architecture to achieve interoperability, typically based on service oriented architectures (see, e.g., [28] ), and addressed only by a part of the eGIFs are organizational, managerial, and technical aspects related to maintenance in the longer term of the frameworks (see, e.g., [8] ). Finally, it is worth noting that the work in [18] has been selected by EU as a good practice case for eGovernment interoperability at local and regional levels.
By building on top of the achievements from the various eGIFs in the world and as a part of implementation of the eGovernment strategy of Mozambique, we propose a systematic and comprehensive approach to interoperability in Mozambique, called eGIF4M. The approach is devised to facilitate its early adoption and to be sustainable in the longer term. We achieve this by addressing specific risks and opportunities of Mozambique, which are also shared by other developing countries. The contributions of the paper include: (i) the service delivery architecture along with technical standards, (ii) a standardization lifecycle, (iii) an interoperability maturity model, and (iv) a set of support actions needed to ensure sustainability of eGIF4M. Notice that the uniqueness of the eGIF4M approach (compared to the other eGIFs mentioned above) is due to both: the consideration of all technical, organizational and process aspects, which in our opinion are needed to effectively and successfully deal with interoperability in the public sector along with supporting the development of the country, and the novelty of some of the support actions, such as the Maputo Living Lab.
The remainder of the paper is organized as follows. Section 2 provides the objectives of the work. Sections 3-8 elaborate in detail the various aspects of eGIF4M, including: the approach (Section 3), the service delivery architecture (Section 4) and its feasibility (Section 5), a standardization lifecycle (Section 6), an interoperability maturity model (Section 7), and the support actions (Section 8). Finally, Section 9 reports the major findings of the paper and outlines future work.
Fostering Interoperability in Mozambique
The objective of eGIF4M is the definition of the concrete steps to enable interoperability across the Mozambique's public administration. By interoperability we mean here the capability of (two or more) systems to exchange seamlessly data, information, and knowledge. eGIF4M, therefore, is a central milestone for improving efficiency and effectiveness of government services and it is a keyenabler for switching the government to a citizen centric approach, a strategic goal of the country.
Besides the criticalities experienced by many countries all over the world in implementing their eGIFs (see, e.g., [28] , for an overview), eGIF4M also needs to take into account some specific issues and opportunities, typical of countries experiencing a fast development, among which:
Governance: ICT projects are often supported by international donors and the resulting governance process is more complicated than that of other projects. The possibility to enforce common architectural solutions and standards on these projects, for instance, is limited, requires strong political commitment and clearly defined organizational roles. Skills: the limited availability of specialized technical ICT and managerial skills in the country implies a strong dependence on external support to implement and manage the ICT projects. Without establishing a transition path to provide the necessary competencies to the local context and to gradually increase and enlarge the base of ICT skills, there is a risk of not becoming able to control the convergence of eGovernment projects on the interoperability framework. Sustainability: The traditional approach of setting up specific projects to respond to the needs of government agencies is not suited for a long term initiative like eGIF, while most of the results are envisioned from three to five years. Hence, management of eGIF4M requires the setup of conditions that allow for operation in a multi-year perspective.
At the same time the implementation of an interoperability framework can reduce some of the typical barriers faced by small and medium enterprisers (SMEs) in ICT projects. For instance, by having governments' solutions based on open standards, SMEs have more possibilities to compete or cooperate with bigger players. Thus, eGIF4M can be an opportunity for local companies to join the development of the eGovernment framework and in strengthening international connections and networking.
eGIF4M: The Approach
The risks and opportunities mentioned above require setting up a framework that refines existing approaches to be tailored to the specific needs and constraints of Mozambique. eGIF4M is therefore based on the following key actions:
Technical implementation, organized in two key areas: -Implementation of an architectural framework (the eGIF4M service delivery architecture) based on a government service bus, where all the systems will converge to interoperate. We envisage the development of the architecture to be guided by a specific government unit. This helps drastically simplify the interoperability implementation process and reduce the dependencies, the expectations, and the needs for strong coordination with donor funded projects. -Specification of the standards to be adopted at each level of the architecture, if applicable, and definition of a life cycle for the standards, to accommodate evolving eGovernment projects and innovation in technologies. Notice that the life cycle is an essential aspect to favor maintenance of the framework in the long run. Organizational implementation, structured in:
-Definition of an interoperability maturity model, which measures the level of compliance and of adoption of eGIF. This information is essential to quantify and make visible the benefits (or disadvantages) of eGIF and can be used as an important tool for the setup of incentivation mechanisms for the more virtuous projects. -Setup of an organizational structure and of the decision processes to manage eGIF4M, to monitor its execution, and to maintain and enforce it in the longer term. Systemic support actions, meant as the set of activities to favour the growth of local skills and capabilities, to help create and disseminate a culture of interoperability, to help increase international networking of local companies and universities, and to create a virtuous cycle among public institutions, higher education, and private companies. Figure 1 describes the eGIF4M service delivery architecture. It will serve as the basis for interoperation of data, systems, and processes. The architecture is based on a Government Service Bus and follows the standard SOA (service-oriented architecture) and EDA (event-driven architecture) approaches. We distinguish:
The eGIF4M Service Delivery Architecture
-Users, who are the actual service recipients that can be individuals, representatives of a private sector, such as SMEs, state agents, and so on. -Channels that deliver the services, e.g., one-stop-shop, telephone, Internet.
-Services that are offered by eGovernment, such as legal entity services and civil identification services. Notice that access to the services offered either via a government portal or application interfaces might require authentication and authorization procedures. -Government service bus is the core of the interoperability. It is constituted by two main components, the common information platform (providing interoperability of data and processes), and the common communication platform (that provides network and infrastructure). Of these two components, The implementation of the architecture described in Figure 1 relies upon the identification and allocation of standards to the various architectural components. eGIF4M, therefore, starts from a taxonomy illustrated in Figure 2 , which organizes standards in: (i) networks and infrastructures, (ii) process interoperability, and (iii) semantic data interoperability and allocates them to the architectural components. These areas are then further developed according to the seven layers covered by UNDP [27] . In parenthesis we indicate the number of standards considered in each area (only a subset of which is shown in Figure 2) . We now consider a scenario from the land management application following the path of eight items marked by numbers in rectangles in Figure 1 . Notice that items 1-5 can be grouped under the front-office heading, while items 6-8 represent back-office. Suppose there is a private company that provides mediator services for renting land parcels, and there is a farmer that wants to rent one for agricultural use with the help of this company (item 1). The farmer has several choices among various land parcels, and, hence, asks the company first to provide the maps of the identified areas to study them in order to make an informed decision with respect to which land parcel to rent. To process the request of the farmer, the company uses internet (item 2: IP v4 1 ), passes through the necessary authentication and authorization procedures (item 3: LDAP 2 ) and interacts in a secured way (item 7: SAML 3 ) via the exposed application interfaces (item 4: SOAP 4 , WMS 5 ) of the land use services of the government (item 5) with the eLand Registry system (item 8). In turn, item 6 provides the interoperability glue at the process, data, and infrastructure levels that is necessary to process the request. For example, to describe metadata about geo-data it is used ISO requires integrating data from some other systems beside eLand Registry, such as the forestry cadaster. This is needed to check if the land parcel under consideration is in the forest area, which cannot be exploited for agricultural use. Finally notice that for each legacy system the adaptors have to be developed in order to use these systems under the government service bus. Some further technical details concerning: geo-service integration can be found in [31] , and semantic heterogeneity reduction needed to establish adapters in [9, 10] .
Making the Service Delivery Architecture Possible
The implementation of the eGIF4M service delivery architecture represents a key milestone in the implementation of the interoperability framework. We envisage the following risks and mitigation actions in its implementation:
Scope: full top-down implementation of the architecture requires a significant effort. We envisage, instead, an incremental approach, through the definition of a few (one or two) significant case studies, whose selection is driven by Mozambique's strategic priorities (e.g., civil identification and land use services), and whose implementation will be based on a few selected delivery channels, such as Internet and one-stop shop. This should facilitate the early adoption of the framework. Coherence of the architecture: keeping coherence, simplicity and efficiency of the architecture requires clear ownership in the setting up of the vision and in the definition of the strategic lines of development. For this reason a specific task force within a suitable government unit has to be responsible and accountable for its development. Migration: in order to be of any use, legacy systems will have to converge (technically, e.g., via adaptors) on the government service bus. The framework uses the maturity model as a tool to measure compliance of the projects with the vision; defines technical standards to which projects migrate and proposes managerial standards (e.g., minimal technical documentation) that will also allow to have third parties migrate solutions, if necessary.
Keeping the eGIF4M Healthy
In the longer term the standards that we have allocated to the various components of the architecture will have to evolve, e.g., to better accommodate changing requirements of the government and changing technologies, while, at the same time, to maintain some control. This is achieved in eGIF4M by defining a life cycle for standards, coherently to what also has been proposed by several other eGIFs. The life cycle builds on top of the work in [28] and includes the following states:
Emerging: it includes all the standards that the government is considering for introduction.
-Future. It encompasses all the standards that are not in use in the government (and not included in any of the states below) -no matter what the reason is (not needed, future consideration, and so on). -Assessed. The standard has been evaluated and approved by the eGIF4M task force ( §5) for experimental introduction, though is not yet in use. -Experimented. An assessed standard has been deployed and it is in use in a controlled environment (e.g., in the scope of a new project; by some government agencies). The experimentation has the goal of assessing usefulness of the standard. The standard runs in parallel with other Current standards. A deadline is defined for a final assessment and evaluation, which will lead to a change of state (e.g., from Experimented to Future; from Experimented to Current ). Current: it includes all the standards that the government is currently using.
We distinguish two levels that encode the prescription for the standard.
-Possible. It refers to a standard that can be used for data and services. Adoption is not compulsory. A standard can be kept in this state to, e.g., improve flexibility (not all the agencies have the possibility of switching to a corresponding mandatory standard, or it might not make sense for them to switch to the standard), while, at the same time, moving towards a common reference framework. -Mandatory. The standard is officially adopted. Government bodies are required to deliver services and documents using the mandatory format. Fading: it includes all the standards that are not in use anymore. When a format is in the fading state, no new document or service can be produced in the faded format. Furthermore, we distinguish two sub-cases, according to the policy chosen for historical data: -Disappearing. Government bodies are required to migrate all data to the new format. A deadline is set for the migration. -Remaining. Old data does not need to be migrated. The government ensures the readability of the format by maintaining support for the applications that handle the data.
eGIF4M Interoperability Maturity Model
One important aspect of eGIF4M is providing the ability to measure the level of adoption and diffusion of the interoperability framework. Such capability, in fact, allows decision makers and program managers to understand more precisely the level of adoption, the impact, and the success of eGIF4M. Moreover, it allows to plan actions meant to improve the delivery of services through the adoption of the interoperability framework.
Various models exist to measure the maturity of organizations in developing systems (e.g., CMMI [13] , ISO/IEC 15504 [1] , Bootstrap [16] , Trillium [4] ) and, more specifically, to measure the level of interoperability, see, e.g., [20, 29] ; see also the family of standards identified by SEI [12, 19, 24] as well as the works in [14,15] for surveys. All models share a common approach which is based on:
-identification of the targets of evaluations, for which the maturity level has to be determined (for instance, an organization or a system); -a set of maturity levels (for instance, initial, managed, defined, measured, and optimized); -a set of goals, that defines what has to be measured (for instance, procedures, applications, infrastructures, and data). -a method to determine the maturity level. This can be accomplished, for instance, by assigning the maturity level demonstrated by the target of evaluation in achieving each goal. A transformation function, e.g., as a (weighted) average of the scores, can be used to determine the total level of maturity.
The approach we propose in eGIF4M, see Table 1 , is based on an adaptation of some of the models described above to provide a measurement system which is closer to the needs of Mozambique. Specifically, the model has two targets of evaluation: (i) organizations, and (ii) software development (system) projects.
Notice that targeting projects is a peculiarity of eGIF4M, which allows to more easily manage inter-departmental projects and to raise awareness of interoperability as early as possible in the development cycle. The assessment of (software development) projects is performed on the most recent artifacts (e.g., requirements, design, prototype, implementation) and is meant to measure two dimensions: level of data interoperability (for which we revised the Conceptual Interoperability levels of the LISI approach [24] ) and technical maturity, meant as the level of adoption of standard technologies for the development (for which we devised specific goals, being loosely inspired by the work in [20] ). The assessment of organizations is based on the PAID attributes (Process, Applications, Infrastructure, and Data) of the LISI model. For the process and the infrastructure we adapted the LISI model, whereas for the applications and the data attributes we reused the model adopted for projects.
We expect various benefits from the adoption of the model, among which the possibility of measuring the penetration of interoperability at different levels of granularity (government, agency, and systems), the identification of criticalities in the implementation of the framework, and raising awareness on interoperability opportunities and advantages.
Support Actions
Organizational structure for the whole initiative. eGIF4M includes a complex set of initiatives, which needs a well defined cross-departmental organization and clear horizontal processes to be managed and coordinated. To achieve that, two kinds of organizations need to be established. The first is an inter-agency and inter-ministry committee, responsible for defining the enforcement policies and incentives for the diffusion of standards, and to monitor the eGIF4M implementation and impact. The second is an operational group in charge of the execution of the framework and in charge of the implementation of eGIF4M ( §5). Dissemination, networking and higher education. One of the key issues in implementing a sustainable eGIF initiative in a developing country like Mozambique is to grow the skills of the local players, both in the public and private sector, and to better connect them with international initiatives. The plan for dissemination, higher education, and mobility initiatives in eGIF4M therefore includes aspects related to increasing national and international visibility of eGIF4M and the definition of exchange programs between Mozambique's and international universities. Living lab to connect user institutions, research centers and local companies. To combine some of the actions previously described and to create a stable infrastructure in which public initiatives, education, and private companies can exchange experiences, eGIF4M is strongly tied to the Maputo Living Lab (LLM) initiative, that has recently become part of the European network of Living Labs 9 . This is a system for building future economy in which real-life user-centric research and innovation will be a normal co-creation technique for new products, services and societal infrastructure. We expect LLM to become the reference point for the strengthening of national and international networking of local companies and the place for the exchange of best practices.
Conclusions
Several frameworks have been proposed and adopted by different countries to address issues and costs due to the lack of interoperability in public agencies and in government's ICT systems. Approaches and scope vary quite a bit, to reflect the different allocation of responsibilities between central and peripheral agencies, the level of automation, and the maturity of eGovernment services. In this paper we have discussed the main actions we envisage for the implementation of eGIF4M, part of a wider eGovernment initiative whose implementation started in 1998. The framework is based on several key actions (implementation of the government service bus, monitoring and control through the interoperability maturity levels) and on a set of wider-scope actions, such as living labs. All actions are based on the definition of the standards to adopt and of their life cycle, coherently with what happens in various other eGIFs.
We expect various benefits from the adoption of the framework, among which the main is governing a transition to more interoperable solutions, while, at the same time, allowing for a certain independence in the choice and development of ICT solutions, which is one of the priorities of the country. The possibility of measuring the penetration of interoperability at different levels of granularity (government, agency, etc.) and using the information to guide decision making, the increased efficiency coming from the implementation of a citizen-centric government (for whose implementation interoperability is essential), together with the broader actions suggested in the framework, constitute a further opportunity to sustain and accelerate the growth of the country which, in the last ten years, has experienced a steady economical growth in the two digits range.
Future work includes at least: (i) actual implementation of the framework proposed in order to obtain practical evidence of the eGIF4M strong and weak aspects, and (ii) drawing general implications from the empirical eGIF4M experiences which can be useful also for the other similar initiatives in the world.
